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Introduction

This is a short story of failures. It is rather a chilling story of how a single person, under the most common work circumstances, can lose $750 millions! And he does so, by bullying his subordinates, intimidating his colleagues, threatening his supervisors, bribing his counter-parties, forging documents, falsifying the data, and betting more and more after having lost the most. A perfect example of "escalation of commitment". A fantastic case of complacence over compliance. This is only the first reaction: Sensationalism ends here. The core of the case is a clear reflection of:

· Misalignment between the business strategy and operations strategy.

· Broken procedures, inadequate policies, conflict of interest, sub-optimal decisions making, etc.

Historians tend to report each other. Luckily, we are not historians, and thus not obliged to report just the facts in the chronological order. Nor are we inclined to project Mr Rusnack as a two-horned clever imp. Instead, processes, procedures and policies are the foci of our investigation. Since hindsight is always 20/20 we will take the liberty of discussing “if onlys”.

We invite the reader to first get acquainted with the bank, and then with the scandal. We need to do this because both the site and the events of crime are important to analyze the mis-doings of the individuals and (more importantly) weakness of the system. At this point, the reader is urged to peruse the appendices on “An Overview of Foreign Exchange Markets”, and “A Primer On Operations Risk”.  Our understanding of “People Failures” and “Process Failures” follows next.  To gain an insight into this scandal we have also compared it with the infamous Barings case. 

We must warn the reader that our recommendations are deceptively simple. We have restrained ourselves from concocting specialized details. To give general broad, yet actionable, guidelines has been our purpose. These recommendations are split into two sections. In “Model of a Direct Trading Operation” we present a safe-way of trading.  Finally, we dwell on some general recommendations. We wish and hope our readers a fruitful reading.

An Overview Of The Bank

Allied Irish Bank (AIB) is a multi-national bank with both European and North American presence. Refer to exhibit "Divisional Structure Of The Bank"

To fulfill the strategic objective of increasing its geographic diversification of investments and operations, between 1983 and 1999, AIB took following actions related to acquisition of First Maryland Bancorp.

· AIB acquired substantial stake in the First Maryland Bancorp (1983).

· AIB acquired just fewer than 50% of First Maryland's common stock (1986).

· AIB carried out a cash-out merger of First Maryland into wholly-owned subsidiary (1989).

· First Maryland was renamed Allfirst (1998).

AIB believed that it had a strong and sophisticated treasury operations; and therefore it appointed David Cronin, a senior executive of AIB, as the treasurer in the senior management team of the Allfirst. With Cronin's appointment, AIB also hoped to have a good vantage point from which it could monitor its investments in America. Conversely, yet not too surprisingly, Cronin was viewed as a home-office spy by the Allfirst management! Rest of the senior management of Allfirst, including the CEO and CFO, was vernacular.

The treasury department was lead by Cronin. Exhibit "Allfirst’s Treasury Department" details the high-level structure and roles of his department. Note that Cronin, the same senior executive charged with ensuring profitable trading was also responsible for effective control on that trading! A clear case of conflict of interest - a setup bound to fail.

Brief History Of The Scandal

In 1989, AIB carried out a cash-out merger of First Maryland Corp., a retail bank in the mid-Atlantic region, into a wholly owned subsidiary, which was renamed Allfirst in 1999. The acquisition furthered AIB’s strategy to increase the geographic diversification of its investments and operations.

Part of the organization was a proprietary foreign exchange trading operation that was overseen by the bank’s treasury funds management. In 1993, Mr. Rusnak was hired into the role of foreign exchange trader in products such as options and futures, which was his purported specialty. He initially reported to a trading manager who also supervised the proprietary interest rate traders and reported to the treasury funds manager.  However, the reporting line changed in fall of 1999 when the trading manager left the bank.  The treasury funds manager, Mr. Ray made the decision not to replaced him, in part because of budgetary constraints. From this point forward, Mr. Rusnak reported directly to Mr. Ray, who was reportedly lacking detailed knowledge of the foreign exchange markets.

Mr. Rusnak was regarded by some of his colleagues as a person with strong and confident personality. Some referred to him as being hard working and a good family man. However, other employees at Allfirst, particularly in the back office, found him to be arrogant and abusive. In his formal evaluations, Mr. Rusnak was praised for his performance, teamwork and interpersonal skills.

Mr. Rusnak’s officially known trading strategy was based on arbitrage. An arbitrage strategy aims to exploit small inefficiency in the market. As the inefficiencies are increasingly small in integrated financial markets, such a strategy requires large portfolio positions. In fact, however, Mr. Rusnak was using rather a linear, directional trading strategy, betting that the market would move in a particular direction. The majority of his positions turned out to be very simple currency forwards. A directional trade is generally much riskier than an arbitrage strategy based on the narrowing or widening of market spreads.

According to the Ludwig report, Mr. Rusnak began hiding losses in or about 1997 after bad bets on the direction of currencies, especially the Japanese Yen. One of his first steps to hide the losses was to create fictitious options trades (bogus options) for which he was fabricating faked trade settlement documentations. These bogus options were always in the opposite direction of his losing spot currency bets, so apparently balancing Allfirst’s trading account. Typically, Mr. Rusnak would simultaneously enter two bogus trades in the Allfirst’s trading system. One of the options would be a long, deep-in-the-money position. The other an identical short position, matching underlying asset, strike price, premium and counter-party. Due to the identical premiums, the trade was neutral from a cash point of view. However, there was one significant difference in the terms of the offsetting options: One of the options would expire on the same day while the other would expire weeks later. While this transaction made no logical sense it helped Mr. Rusnak to create a virtual asset on Allfirst’s balance sheet that was offsetting his losing trading positions. (See exhibit 2)  

From September 1998 onwards, Mr. Rusnak stopped creating bogus broker confirmation for his bogus options. He instead had apparently managed to persuade an individual in the back office not to seek confirmation for the trades. The back office staff was apparently told that the confirmation of trades was not necessary for trade with offsetting positions and no net transfer of cash. As most of the bogus transactions were allegedly with international financial institutions in Tokyo or Singapore, confirmations would have to be made during the middle of the night. Thus back office staff was probably pleased to not have to regularly work late hours.  

In 1999, Mr. Rusnak was starting to use a prime brokerage accounts with Bank of America and Citibank. Under the prime brokerage agreement, spot foreign exchange transactions between Allfirst and its counter-parties were settled with the broker and “rolled” into a forward transaction. At the end of every day, all spot foreign exchange trades were swapped into a forward foreign exchange trade between the prime broker and Allfirst. These forward trades were cash settled in dollars at a fixed date of each month. These accounts enabled Mr. Rusnak to increase significantly the size and scope of his real trading as it was not scrutinized by Allfirst’s internal back office operations. It permitted Allfirst (Mr. Rusnak) to make trades in the prime broker’s names, and it effectively made the prime brokers the back office for those trades. Those accounts are unusual for banks and were not used by AIB’s foreign exchange traders. Mr. Rusnak convinced his superiors of the benefits of a prime brokerage account on the basis that outsourcing the back office would be more cost effective. 

In April 1999, Allfirst’s treasury operation informed the treasurer that Mr. Rusnak called “controlled settlements” on the prime brokerage account, an irregular practice of withholding payment of trades in a manner designed to eliminate settlement risk. To avoid this in the future, measures where put in place to avoid such practices. First, each prime brokerage trade had to be able to be tracked back via an audit trail that would be reviewed by the supervisors. Second, a written policy for the back office was to be developed that would ensure confirmation of the net daily settlements of the prime brokerage account. However, these measures were never put into place. Later investigation would reveal that Mr. Rusnak has also entered bogus deals in Allfirst’s records of prime brokerage activity.

By the end of 1999, the losses had reached US$89.9 million.

In March 2000, AIB’s Group treasurer Mr. Ryan received an inquiry from Citibank about a large gross monthly prime account settlement that was due to occur on the beginning of April. Mr. Ryan, after having immediately confirmed the inquiry to Citibank, initiated a “discreet” inquiry at Allfirst about this matter. The inquiry led to the conclusion that the high balances were part of a net settlement process, where Allfirst’s liability was more than offset by a larger figured owned by Citibank. Both AIB and Allfirst were satisfied with this explanation and the inquiry was put to rest.

In the meantime, confirming trades of Mr. Rusnak was a recurring phenomenon for the back office. For example, in June 2000, trades without confirmation were brought to Mr. Rusnak’s attention; he then produced confirmation of the trades for the same day rather than for the day the trade was executed. The treasury’s management regularly accepted this practice. 

Through the continued use of the prime brokerage account, Mr. Rusnak’s trading activity grew, which subsequently increased the losses and the positions of bogus options. At the end of 2000, accumulated losses amounted to US$300,8 million. In line with the increasing trading activity grew Mr. Rusnak’s need for balance sheet funding. In 2001, the finance department, auditors and others were drawing attention to this large usage. Mr. Ray noted that Mr. Rusnak’s earnings were inadequate to justify these levels. Following inquiries by audit and internal finance teams, the treasury fund manager Mr. Ray was directing Mr. Rusnak to reduce his balance sheet usage.

With this change, Mr. Rusnak had to find a new source of funding for his trading activity.  In February 2001 he was starting to sell real yearlong, deep-in-the-money options to counter-parties such as Citibank and Bank of America. In return, Allfirst would receive a high fee for these valuable options. Eventually, he sold five such options for a total of US$300 million. These options were essentially synthetic loans made to Allfirst by the counter-parties. The funds were used to help funding the monthly settlement of his foreign exchange forward transactions. The option also allowed Mr. Rusnak to increase his core directional positions, increasing the overall value-at-risk of Allfirst. In fact, the real options were liabilities for Allfirst and had to be recorded on the balance sheet as such. But to disguise this, Mr. Rusnak was creating new bogus options that would offset that liability by a similar option. This gave the impression that the original options had been repurchased. The result was that Allfirst was saddled with massive, unrecorded liabilities. After these transactions, Mr. Rusnak’s usage of the balance sheet seemed to decline. But this decline was only temporarily as his need for funding grew continuously larger. So did the value-at risk (VaR) from his positions for the bank. However, the official VaR calculations showed a different picture. Through manipulation, Mr. Rusnak was able to stay within his allocated US$1.55 million VAR limit of the total VAR of US$2.5 million for Allfirst combined.  

Throughout 2001, various sources were pointing at large trading activities at Allfirst. In February 2001, the high trading positions are spotted in the process to prepare AIB’s year 2000 financial accounts, but is explained away by Fund Mgmt. Chief as part of the low-risk hedging strategy. In May 2001, a market source suggested to AIB that Allfirst was heavily engaging in foreign exchange trading, triggering an inquiry by Mr. Buckly to Allfirst’s treasurer. However, Allfirst’s treasurer categorical denied the problem. Then in June 2001, during a further inquiry of Allfirst’s treasury in trading of Mr. Rusnak, extremely high trading volumes are revealed. Again, no immediate action is taken. Finally, in October 2001,the SEC sent a comment letter on Allfirst’s financial statements. Amongst the statement is a question about cash flow related to foreign exchange activity. Subsequently, Allfirst’s audit team was advised to especially focus on trading activities on the upcoming treasury audit. However, no extraordinary audit has been initiated.

At the end of 2001, cumulated losses had reached a new high of US$674.0 million.

It was only in December 2001, about four years after Mr. Rusnak started to act fraudulent, that the scam was about to come out. A supervisor of the back office staff discovered that his staff was not confirming Mr. Rusnak’s offsetting trades with the Asian counter-parties. He consequently directed them to do so from this point forward. At about the same time, the Allfirst treasurer Mr. Conin was starting to wonder about the volatility and high levels of Mr. Rusnak’s trading activity. At some point in December, turnover in foreign exchange trading was reaching a total of US$25 billion. 

Accordingly, in mid-January, discussions were held to close all of foreign trading positions in order to get a true picture of the situation. On January 28, 2002 Mr. Conin made the decision to close all position and at a cost of approximately between US$300,000 and US$500,000. Mr. Ray commented on this decision that he expected Mr. Rusnak to quit.  

On January 30, 2002, motivated by the recent decision to close the foreign exchange positions, the back office supervisor was reviewing the practices on deal confirmation of Mr. Rusnak’s trades. He discovered that the back office staff was still not confirming any of the offsetting deals. An instant review of the current deals showed 12 unconfirmed trades. The supervisor ordered the employees to call the Asian counter-parties for confirmation that night. The inquiry revealed that none of the counter-parties had the trades on their books.   

The following day, the most senior back-office manager confronted Mr. Rusnak with the situation. Mr. Rusnak agreed to obtain conformation directly from the brokers that handled the trades. The next morning on Friday February 1, 2002, Mr. Rusnak had left 12 written confirmations on the supervisor’s desk.  A review of the confirmations by the back office supervisor and the treasury funds manager suggested that the confirmations were faked. Mr. Rusnak was told that a confirmation by phone was required. The trader’s reaction was that of anger and he threatened to quit, if the back-office staff was continuing to question everything he did. However, he agreed to provide the back-office staff with the direct phone numbers of the traders at the counter-parties for direct confirmation. But he never did. The following Monday, Mr. Rusnak did not show up to work. At that point, Mr. Rusnak’s supervisor and the senior back-office manager reported the bogus transactions to Allfirst’s treasurer, who the reported the problem to Allfirst senior management, who in turn informed AIB. 

Later investigation would reveal total losses of US$691.2 million on February 20, 2002.

People Failures

There are plenty of reasons why the fraud occurred and why it was not discovered for a period of years. Failures of the firm’s controls are often portrayed after the facts as resulting from minor technical problems. But in reality, these failures are almost always ones of human judgment and management systems. In this concrete example, only the combination of a variety of insufficiency at AIB Group, including organizational issues at AIB Group, insufficient control mechanism, a questionable organizational culture at Allfirst and the personal failures of the people involved, enabled Mr. Rusnak to manipulate the system in the damaging way he did.

Mr. Rusnak

If one person has foremost to be blamed for this incident at Allfirst, then it has to be Mr. Rusnak. It was his fraudulent behavior that created the losses for the bank in the first place. He used his knowledge of the firm’s systems and procedures to devise ways to obscure his trading positions and profit-and-loss accounts. He also took advantage of weak and inexperienced employees in the treasury control groups thus eliminating almost all control systems. Finally, he was using his strong personality to bully those who questioned him, particularly in the back office operations. 

While Mr. Rusnak’s underlying intention behind his fraudulent behavior is not yet known, it seems to be possible that he did not want to commit a violation in the first place. But might have started by just wanting to cover up some initial trading losses with the honest intention to bring this trading portfolio back to balance. But as the problem gradually got worse he found himself in a vicious circle, having to create ever-bigger bogus option positions to cover up the increasing losses. Once he got into this stage, there was only one way that he got go without losing immediately his position with the firm and so he continued. 

That leaves the question why Mr. Rusnak did not disclose his initial losses at the beginning but decided to engage in fraudulent actions. The following points are speculation but can be a good indication of what might have caused Mr. Rusnak the way he did:

· Mr. Rusnak was hired as a “Star” trader that promoted himself as a trader with highly complex option arbitrage strategy. However, once he started at Allfirst, most of his trades were more risky outright directional trades. By disclosing his losses in 1997, he would have automatically drawn attention to his trading strategy. His aura of being a star might have been destroyed when the truth about his strategy would have been revealed. Consequently Mr. Rusnak could have tried to ovoid this from happening by hiding the losses with the intention to quickly recoup the losses.

· Following up on this, it could have been possible that Mr. Rusnak was fighting for his job at Allfirst. Allfirst was not a big player in proprietary trading and Mr. Rusnak was the only person (later supervising a second trader) dealing with foreign exchange. The fact that Allfirst was very cost conscious regarding expenses for control systems shows that the organization was just interested in creating additional profits. If Rusnak would have disclosed continues losses from this trading, Allfirst might have decided to close the operation completely, thus having to end the employment with Mr. Rusnak. 

· [image: image2.emf]Year Salary Bonus Total

1997 102,000         -                102,000        

1998 104,000         128,102         232,102        

1999 104,000         122,441         226,441        

2000 108,000         78,000           186,000        

2001 112,000         220,456         332,456        

Another reason might have been the structure of the compensation system.  Mr. Rusnak’s compensation was mainly based on his performance. His annual bonus was directly related to his net trading profits. He received a bonus equal to 30 percent of any net trading profits he generated in excess of five times his salary.  The following table shows his total compensation since 1997.

Mr. Rusnak was due to receive his 2001 bonus on February 8, 2002 –

four days after Allfirst discovered his trading fraud. The bonus was not paid.

Such a compensation system gives an incentive to employees to take risk. Especially as the traders do not take any downside but all of the upside of their trading positions such creating an option like payout structure. Hence any type of control limiting their ability to take risk is not well received by the traders. 

Mr. Rusnak might have started to hide his losses and report faked gains in order to boost his total payouts. He could have also hidden the losses to distract from the fact that he was taking great risks with his portfolio. 

The compensation structure hence creates a conflict of interest for the trader. On the one hand he tries to conduct trades in line with best practices and the agreed trading strategy. On the other hand he has the incentive to maximize the personal payout by engaging in risky and potentially fraudulent trades. Consequently, banks should evaluate new forms of compensation. A possibility could be to design the compensation not only as a function of trading gains, but rather as a function of the relation of the gains with the risk that were taken that resulted in that gain. This will discourage the trader to take too risky trades, as this strategy will not improve his payouts. Another possible improvement could be to defer the bonus payouts. A thinkable time frame could be around one year. During this year, the bonus would be invested in an agreed investment vehicle, such as a mutual fund, that is inaccessible to the trader. In the case of trading irregularities, the bonus would flow back to the company. If the all trades have been settled to the satisfaction of the company, the bonus can be transferred to the trader. This idea could even be extended to a level, where losses created by the trader are leading to negative bonuses that are netted with the positive trading bonuses.  

· A fourth reasons might lie in the overall culture of the organization. Employees recognize that the only thing that counts is the bottom line and who gets credit for what. They behave accordingly, looking for themselves first and the firm later. That does not only affect the people at the lower end of the hierarchy but also their supervisors. The too are ranked on the performance of their subordinates. Goal should be to create a culture where teamwork, loyalty to the firm, and integrity are higher valued then recognition and performance. 

Allfirst’s Treasurer: Mr. Cronin

After AIB acquired the remaining stake of First Maryland in 1989, AIB’s management inserted one of its senior, highly respected executives, David Cronin, into Allfirst’s senior management team as treasurer. Mr. Cronin had extensive experience in treasury operations generally. Early in his career, he was a currency trader himself. Later he went on to manage an AIB trading operation consisting of 40 to 50 traders, including currency traders.  

But despite his extensive knowledge about trading operations, Mr. Cronin made a staggering large number of mistakes in relation to Mr. Rusnak’s trading activity.

· One reason for his failure might be his close relationship to Mr. Rusnak. Both lived in the same town and participated on the parish school board together. It was also well known, that Mr. Cronin believed that Mr. Rusnak was fundamentally a person of good character. He therefore tolerated Mr. Rusnak’s numerous instances of serious friction with the back-office staff. The close relationship weakened the existing control systems. Furthermore, Mr. Cronin was also placing an enormous amount of trust in Mr. Ray, the treasury funds manager at Allfirst, and hence neglecting his direct supervisory duties. This gave Mr. Rusnak more latitude in accomplishing his fraud.

· Mr. Cronin approved a star based culture that created inequalities of power within the organization. Mr. Rusnak and the other trader where considered the stars of the organization and received considerable backing from management. Whenever a conflict between Mr. Rusnak and the back-office arose, Mr. Rusnak was given the benefit of the doubt. The little acknowledgement that back-office staff received from their superiors and the frequent decisions in favor for Mr. Rusnak has considerably weakened the control system. Being considered only as an administrative department, hindering the effectiveness of the trading operation made the back office staff less inclined to question the actions of the traders. Only so could Mr. Rusnak convince back office staff to not confirm trades that had no net payment. It also allowed Mr. Rusnak to further manipulate the staff through his bullying behavior.     

· Despite his considerable experience in foreign exchange trading, the Allfirst treasurer appears to have focused virtually his entire attention on interest rates and the overall positioning of the bank’s balance sheet, and did not pay the degree of attention that he should have known was necessary to the foreign exchange trading area.

· Mr. Cronin’s also neglected his general supervision duties through his “hands off” management style. He did not enough to understand and support the principles of strong operational procedures and controls in managing their business. He demonstrated a lack of interest in these details. While the back and middle offices officially reported to the Allfirst treasurer, they seemed to be influenced more by the head of the treasury funds management, Mr. Ray. Whenever a conflict between the front and the back office arose, Mr. Cronin too often deferred to Mr. Ray. This effectively disabled the control mechanism by putting the responsibility of trading and control in one person’s hand. This created a control vacuum for Mr. Rusnak. 

· In response to general efforts to reduce expenses and increase revenues, the Allfirst treasurer permitted the weakening or elimination of key controls for which he was responsible. 

· Mr. Cronin allowed Mr. Rusnak to trade through Prime Brokerage accounts, on the basis that it would save back-office operation costs. Mr. Cronin should have realized that trading via a rime brokerage account is highly unusual for a bank and was also not a standard practice at the larger trading operation at AIB. Furthermore, he failed to establish control mechanisms to monitor the prime brokerage trading activity.

· Mr. Cronin did not adequately “manage up”. For example, he ordered that Mr. Rusnak’s trading be temporarily discontinued on two occasions. He did not mention these suspensions to his management at Allfirst or AIB.

From Mr. Cronin’s mistakes we can learn three main lessons:

· First, adequate control of trading operations is essential and should not be compromised on. This is clearly not an area where management should look for cost savings in efforts to reduce a company’s expenditures. 

· Secondly, a culture needs to be developed that strengthens those parts of the organization that control and audit the business operations. Only powerful internal audit groups can ensure that procedures and best practices are followed.

· Thirdly, personal friendships amongst work colleagues are not allowed to weaken the control mechanisms. Procedures have to be meticulously applied to every person in the organization despite their rank or connections within the company.    

Allfirst’s Treasury Funds Manager: Mr. Ray

Mr. Ray was a long-term Allfirst employee who was generally viewed as being particularly savvy about the financial markets, though reportedly he was someone who was hard on subordinates and others who were less knowledgeable than he. While he had significant experience with interest rate products, his knowledge of foreign exchange was limited. Mr. Rusnak was directly reporting to Mr. Ray. In his function he made a number of mistakes.

· Mr. Ray was a former bond trader who took little interest in the currency trading area and, once that area was assigned to him he did not obtain the necessary expertise to supervise the area.

· Like Mr. Cronin, he did not enough to understand and support the principles of strong operational procedures and controls in managing their business. He demonstrated a lack of interest in these details.

· Mr. Ray failed to perform overall “reasonableness tests” of Mr. Rusnak’s activities. The size of gross positions, the level of daily turnover and the extent of broker attention were excessive given Mr. Rusnak’s expected and budgeted P/L and his VaR limits.

· Mr. Ray inexplicably ignored numerous warning signs of Mr. Rusnak’s trading activity. He did not closely review daily profit-and-loss statements. He also did not question excessive daily volumes and largely ignored warning from operations. He also made it very difficult for risk oversight management personnel, and non-trading staff, within Allfirst to obtain information necessary to do their work.

· Despite having knowingly bullied the back-office staff frequently, Mr. Rusnak’s behavior was tolerated by Mr. Ray. He moreover praised Mr. Rusnak’s performance during formal evaluations and emphasized his team-working and interpersonal skills.

· Mr. Rusnak was allowed to continue trading from home during vacation. Usually, banks in the United States are required to have a guideline that bars traders from trading two weeks per year. Having a second employee take over for even the most trusted bank employee is a mechanism for uncovering fraud.

Back-Office and Middle-Office Staff

Allfirst’s treasury operations department was deficient in a number of respects. However, not all of these deficiencies can be blamed on the back-office staff themselves. It is rather a combination of a general negligence from senior management to build up an efficient back- and middle office on one side and personal failures of the people involved on the other.

· Firstly, the treasury operations personnel lacked experience and expertise. This is evident, as they did not seem to pick up on basic irregularities related to Mr. Rusnak’s trades.

· No one questioned why options counter-parties repeatedly did not exercise profitable transactions

· No one questioned why two identical options with different expiry dates would have the same premium

· No one questioned with senior management the large gross foreign exchange activity, even it such activity was relatively small on a net basis

· No one reviewed the large daily P/L swings reflected on the general ledger, which would consistently net down by month end

· The practice of not confirming certain types of trades was not questioned for a very long period of time

Their lack of expertise does mainly stem for their inexperience but is also due to inadequate training and supervision. Back office operations were seen as a pure cost factor rather then a necessity for efficient trading operations and hence where suffering from under-funding in technology but also in human resources. 

· Certain treasury operations personnel exhibited careless behavior. There existed a combination of inadequate written procedures, a failure to follow those procedures that did exist, and a propensity to modify practices at will.

· The confirmation of trades, a fundamental process in the business, was haphazard and very badly managed and executed. When the failures in the confirmation process in the Prime Account became evident, there was no immediate review undertaken of all past confirmations. 

Senior Management at AIB and Allfirst

Senior management at AIB and Allfirst played a significant part in the events. They did not give significant attention to the trading operation at Allfirst mainly because of:

· The area was small in terms of expected profits and formal risk limits

· It was not part of Allfirst’s core business

· The proprietary trading was under the supervision of a well-regarded former home-office AIB senior manager who had extensive experience in the area

· Mr. Rusnak altered the data that would have alerted senior management to the size of the problem

Here lies probably the crux of the problem. Because the trading operation was so small and not part of the core business of Allfirst or AIB, this business area was neglected in terms of management, investment, and supervision. The result was a small autonomous business segment that was engaging in high-risk proprietary trading without the necessary control mechanisms in place. Management should have been aware of its responsibility to create operating staff adequate to support the scope of the trading desk’s activity in the market. In addition, management should have ensured that trading is commensurate with available back-office support. 

Consequently, a trading operation should only be maintained if the expected proceeds exceed the necessary expenses for the control systems and is sufficiently profitable. It appears that this was not the case at Allfirst. Management has consistently refused to bring th e middle- and back-office to tolerable standards. A second Reuters terminal for $10,000 was for example not acquired for cost reasons. Another area of cost savings was staff related expenditure training. It is also possible that management decided to keep salaries low by hiring inexperienced staff, like the person responsible for the auditing of the foreign exchange operation that was a 24-year-old novice. 

Rusnak’s Trading Partners

The role of Rusnak’s trading partners in the events, especially those at the two banks providing the prime brokerage accounts (Citigroup and Bank of America), has not yet been clarified. While signs for collaborations have not yet been found, there is clear evidence for negligent behavior.  

· Firstly, the size and scope of Mr. Rusnak’s trading activities would certainly have appeared unusual to anyone paying attention at the counter-party firms. Notably, Mr. Rusnak would likely have been one of their biggest prime brokerage customers.  

· Secondly, especially in 2001, Mr. Rusnak was writing deep-in-the-money options to an unusual high amount (in total $300 million). This should have raised some concerns at the counter-parties.

· Thirdly, there were certain types of trades made through the prime brokerage accounts that appear unusual and not in accordance with regular market prices. These trades enabled counter-parties to gain abnormal returns. In an efficient market with market participants that are professional and knowledgeable, such pricing is highly unusual. The counter-parties must have noticed this frequent miss-pricing by Mr. Rusnak and should have raised concerns to their management. 

On March 18 2002, Citigroup fired two foreign exchange salesmen who have been connected to the AIB scandal. As per today, the company has not confirmed whether the dismissals were related to alleged fraudulent trading activities by Mr. Rusnak. Moreover, a Citigroup spokesman said that the firings were unrelated to trading activities. Sources within Citigroup have suggested that the firings resulted from improper entertainment expenses involving Mr. Rusnak. 

From a legal standpoint, unless there is some sort of collusion, there are no legal obligations for the counter-parties to report trades that are mispriced and that give the company an advantage over the other party. However, one must wonder whether the controls at Citigroup and BoA were insufficient to detect the trading issues or if they have knowingly taken advantage of Mr. Rusnak’s trades. In the latter case, the banks could potentially face regulatory sanctions for allowing what’s broadly defined as ‘unsafe or unsound practices or conditions to exist’. Some foreign exchange and regulatory sources have since argued that counter-parties on currency trades have a responsibility to alert management at other banking companies if their employees conduct any suspicious transactions. It could be argued that Citigroup has in fact followed such an approach, as they reported in March 2000 to AIB about a large gross monthly prime-account settlement that was due to occur at the beginning of April 2000. 

Possible measure against collusion between trading partners

As a potential collusion between Mr. Rusnak and the counter-parties at Citigroup and BoA cannot be excluded, we want to suggest here some possible actions that could avoid fraudulent behavior through collusion:

· Periodical change of Trading Partners

Collusion occurs when parties have the opportunity to conduct business in a stable, foreseeable, and trustful environment without stringent controls. A long-term relationship can consequently be an ideal basis for collusion. Two traders that conduct trades on a daily basis over a long period of time without close supervision of superiors have the possibility to align trading strategies to create personal gains. 

A system that disrupts this stable environment can therefore be helpful in avoiding collusion. One such possibility is to rotate traders amongst the clients they do business with. A regularly changing contact person at the counter-party reduces the chance of build-up of the trust between the two traders that is necessary to engage in fraudulent behavior. It also increases the risk that the collusion will be discovered with every job rotation. Similar tactics are employed already in the trading environment where traders have to be replaced for at least two weeks in a row during holidays. A wider example is that of policemen rotation in countries with a bribery culture.

However, the rotation of traders can also have a negative impact on the trading operations. Servicing a client is a relationship business where trust between the parties is the key for customer retention. Frequent rotation however will undermine good customer relationship management.

· Automatic check for trades with unusual characteristics

Automation is often the best solution for monitoring trading activities. Technology could here be used to scan for trades that fulfill characteristics that are typical for trades as part of collusion. A potential characteristic could be the price of the traded good. If the price deviates to strongly from the market price, the trade should be selected for further investigation. 

·  Random cross checks of conducted trades between trader pairs

A third possible solution could be to randomly check trades between longstanding trading partners. The check should involve the middle offices of both trading partners without the involvement of the responsible traders. Having both parties involved on the crosschecks will allow the evaluation of the trades on basis of the underlying trading strategies. These checks should be at least mandatory for all trades that have been identified through automatic checks by deviating to strongly from typical market prices. 

Process Failures

Here is a brief list of process failures.  Normally, processes are designed to withstand the human errors. As we would see below that this was not always the case here.  Our presentation style includes both the description and brief analysis. 

Sampling Error

Description

· In August 2000, an internal audit of treasury operations samples 25 to see if they had been properly confirmed. Roughly 50% of the 63 forex options on the books at that time were bogus! 

· In the sample of 25 trades, only one trade was a forex option; and which incidentally turned out to be genuine

Analysis

· The majority of the transactions sampled were exchange-traded products that had relatively low confirmation risk. Therefore, clearly, the sample was biased - not to uncover the errors related non-exchange traded productions.  

· Checking one more forex option trade would have increased the probability of finding a bogus one to approximately 75%; checking two more to about 85%; four more to over 95%!

Failure To Confirm Trades

Description

· A staff claimed that due to the absence of net payments (a fraudulent setup, anyway) and because of the difficulty in confirming trades in the middle of the night, a decision was made in early 2000 not to confirm offsetting pairs of options trades with Asian counter-parties.

Analysis

· Basic standard practice in the industry is to confirm all trades. Apparently, the treasury department of Allfirst also had this policy; of course which was compromised on many instances over a prolonged stretch of time.

· Reportedly, Rusnak either intimidated or coaxed the back-office operations staff into not confirming his (bogus) offsetting pairs of options trades.

· The influence that Rusnak had over the back office operations, especially regarding his own trades, seriously compromised the back office processes those were designed to catch the errors in the trades, including the intentional ones!
Description

· Around June 2000, the back office questioned the absence of the confirmation for a trade that Rusnak had executed on an earlier trade.

· Rusnak produced a confirmation indicating that he did the trade the same day the back office questioned it, rather than the day he first booked it!

· Treasury management accepted the late confirmation without exploiting the readily discernible possibility that Rusnak had entered the trade only after the back office had flagged it!

Analysis

· The failure by treasury management to follow trough on back office inquiries may have contributed to an attitude among back office operations staff that the confirmation process was a pointless perfunctory exercise. 

· Moreover, for very obvious reasons, the back-office perceived a management bias to favor traders whenever back-office issue arose, since the traders were the ones making money for the bank. Clearly, the treasury management had a very sectarian view about the business processes. In particular, they failed to realize the importance of quality and integrity in financial operations.

Failure To Act On Credit-Line Breaches

Description

· Many times Rusnak exceeded the counter-party credit limits that AIB and Allfirst had established for the forex trading.

· For example, both treasury risk control and credit risk review departments were made aware of that Rusnak had breached (by $86M) the forex credit line for UBS (the limit was set to $100M).

· Neither the middle office nor the credit group questioned why Rusnak had incurred $86M exposure to UBS ($86M above the credit line).

Analysis

· Neither the middle office (Risk Control) nor the Credit Group considered itself responsible for investigating such excesses. Each believed its own role was merely to report errors; and it was the others job to analyze credit limit overage. 

· Ill-defined and ambiguous roles and responsibilities - a situation that not only beckons but also fosters fiascoes.

Failure To Obtain Independent Data

Description

· Allfirst Funds Management policy stated that re-valuation of monthly trading positions will be handled by the treasury operations manager using prices obtained from sources independent of the forex traders.

· In 1998 an internal audit cited the Allfirst treasury for not obtaining monthly forex prices independently of the traders.

· In July 2000 a risk assessment analyst responsible for treasury raised the concern that the daily rates were not being obtained from an independent source.

· A system was developed where rates were downloaded from Rusnak's Reuters terminal to his personal computer, and then fed into a database on the shared network to make it available to the front, back and middle offices.

· The risk assessment analyst noted: This is a failed procedure, and technically, the trader(s) could manipulate the rates.

· After the close of the 1Q2001, the risk assessment analyst asked Rusnak to directly e-mail them the spreadsheet, and upon reviewing it, immediately discovered that it was corrupt: the cells for the yen and euro, the currencies in which Rusnak traded the most, had links to Rusnak's computer.

· Senior vice-president of Asset & Liability, and Risk Control, Allfirst treasurer, and executive vice president of Risk Assessment - all because aware of the fraud and the problem. Yet, no action was taken against Rusnak. Nor was any inquiry initiated to examine Rusnak's past trades

Analysis

· Risk management was seen as an unnecessary cost factor. A futile exercise. 

· Fourteen months after the risk assessment analyst discovered that the source of daily forex rates was not independent and about six months after she discovered that the rate spreadsheet was corrupt, Allfirst remedied the problem! 

· Lack of clear procedures dealing with serious deficiency and undisputable fraud, significantly amplified the total losses incurred to Allfirst due to Rusnak's illegal actions.
Miscelleneous

Description

· The architecture of Allfirst’s trading activity was flawed. The small size of the operation, and the style of trading, produced potential risk that far exceeded the potential reward. With the potential rewards being small, the company thought it was not cost efficient to put extensive cost control mechanisms in place. 

· Having a senior manager who was placed in the position of Allfirst treasurer by AIB, and who maintained close ties to the AIB Group created a degree of unintended ambiguity as to who was really monitoring the adequacy of the job he was doing. This de facto dual-reporting structure obscured accountability of the business line. Dublin thought Baltimore was looking after the Allfirst treasurer, Mr. Cronin, and vice versa. The Allfirst treasurer turned out to be the weak link in the control process. 

· Missing supervision: First, other than Mr. Cronin, there was no one in Baltimore who had the experience or expertise to deal with a proprietary-currency trading operation. Second, Mr. Ray was a former bond trader who had no expertise and also took little interest in the currency trading area and, once that area was assigned to him. Third, The reporting of front, middle and back office (see exhibit 2) to Mr. Cronin was inconsistent with maintaining an appropriate separation of duties. The proper risk management structure would have had operations and, perhaps the middle-office, report independently through a chain to the CEO through, for example, the CFO or risk assessment chain. 

· Proprietary trading activities are an extremely high-risk activity. AIB Group Risk function should have had a greater role in supervising, monitoring and auditing the trading activities at Allfirst. Other control function should have been in place as well.

· Risk reporting practices should have been more robust.

· A flawed control environment existed .

· Mr. Rusnak was allowed to continue trading from home during vacation. Usually, banks in the United States are required to have a guideline that bars traders from trading two weeks per year. Having a second employee take over for even the most trusted bank employee is a mechanism for uncovering fraud.

Compare & Contrast With Barings

The history of financial institutions is rife with scandals. They come quite periodically, involve huge money, and leave many wondering. In retrospection, they all seem to have a ring of obviousness around them.  And yet they arrive, so promptly. Isn’t this frightening?

Hitherto, one of the most infamous tales of financial demise is that of Barings Bank. Trader Nick Leeson was supposed to be exploiting low-risk arbitrage opportunities that would leverage price differences in similar equity derivatives on the Singapore Money Exchange and the Osaka Exchange. In fact he was taking much riskier positions by buying and selling different amounts of the contracts on the two exchanges, or buying and selling contracts of different types. Surprise - Leeson was given control over both the trading and back office functions. Sounds familiar? 

As Leeson's losses mounted he increased his bets. After an earthquake in Japan that caused Nikkei index to drop sharply, however, the losses increased rapidly, with Leeson's positions going more than $1b into the red. This was too much for the Barings to sustain: On March 3, 1995, the Dutch bank ING purchased Barings for 1 pound sterling, providing the final chapter in the story of the 223 year old bank that once helped the United States to finance the Louisiana purchase.

There may be a temptation to view this debacle as being caused by just one individual - the "rogue trader" - but in reality the fiasco should be attributed to the underlying structure of the firm, and particularly to the lack of internal checks and balances. Again, sounds familiar? As Karl Marx quipped – History repeats itself, first as tragedy, second as farce.

Doubtlessly, AIB did not learn a thing from the Baring's spectacular demise. We wonder if there are more AIBs and Barings out there; awaiting to follow the random walk of destruction similar to that of Barings, Daiwa, AIB, etc. 

Lets compare and contrast these two scandals.

· Imagine what would have happened if Barings futures trade had succeeded? Barings would have made profits of tens, perhaps hundreds of millions. That was the "expected" outcome, after all. Is it conceivable that it would have allowed its auditors to tell the world that it had done so by risking almost billion pounds on a naked futures punt? More than the bank's entire capital, in contravention of every banking and exchange regulatory rule in Britain and Singapore! Is that a credible scenario? Of course not. The famous error account and bogus client accounts were in place to launder those highly speculative profits and disguise their source from the auditors. Rusnak, on the other hand, craved only for the bonus, which in turn was based on the profits made by his trades. Rusnak did not indulge in creating phantom clients or peculiar error accounts. He was more interested in concocting bogus options, and getting hefty bonus.

· Nick Leeson's superiors knew exactly what he was doing; although in retrospection, it is now clear that none of them knew what they were doing! It is very unlikely that Cronin and Ray were not aware of Rusnak's strange trading style. Even though, they chose to ignore Rusnak's "shortcomings" such as forging spreadsheets, but certainly they were cognizant of his activities, perhaps even intentions.

· IT took an earthquake in Japan to expose the ugly back of Leeson's infamous straddle strategies. In Rusnak's case the instigator was mere normal random market fluctuations coupled with continuing troubled Japanese economy.

· Lack of internal checks and balances played the most prominent role in both the scandals. Even when segregation of duties was suggested by internal audits, the concentration of power in the Leeson's hands was scarcely diluted. In AIB case Rusnak defined all error and fraud detectors in place. And he did so with unflinching defiance and unquestionable impunity.

· One common thread between the two (and many more) scandals is that of lack of understanding of business.

· If Barings auditors and top management had understood the trading business they would have realized that it was not possible for Leeson to be making the profits that he was reporting without taking the undue risks, and they might have questioned where the money was coming from. Remember, arbitrage is supposed to be low (zero) risk, and hence low profit, business. So Leeson's large profits should have inspired alarm rather than praise. That arbitrage should be cash-neutral or cash-rich, additional alarms should have gone off as the Bank wired hundreds of millions of dollars to Singapore. Similarly, ignorance about the business of forex plagued AIB's treasury branch. Certain episodes related to the pricing of options indicate that they did not know even the basics of options. Additionally, Ray the supervisor of Rusnak had very limited knowledge of forex.

· Although Leeson had never held a trading license prior to his arrival in Singapore, there was little oversight of his activities, and no individual was directly responsible for monitoring his trading strategies. Compare with the poor supervision of Rusnak. Ray, the manager of Rusnak, was highly protective of Rusnak. He even went so far as to attempt to direct the risk assessment group to forward all inquiries regarding Rusnak's trading activities to him instead of Rusnak.

· There is something different about the Barings case. Leeson's fraud may have been facilitated by the confusion caused by two reporting lines: One to London, for proprietary trading and another to Tokyo for trading on behalf of customers. On the other hand, through o out the illegal activities period, Rusnak reported to Ray.

Recommendation - Model of a Direct Trading Operation

The unfortunate story of Mr. Rusnak’s fraud came as a result of numerous deficiencies in the control environment at Allfirst’s treasury. No single deficiency can be said to have caused the entire loss. To summarize, the following three major deficiencies in the control system have played a major role:

· Deficiencies in Trade confirmation

· Mid-Office control system not independent from Front Office

· Inadequate resources in internal audit and risk control 

From this knowledge we have developed the following system for a direct dealing operation in close relation to the “Guidelines for Foreign Exchange Trading Activities – September 2001” from the Foreign Exchange Committee of the Federal Reserve Bank of New York.
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1. Trade Recording

Procedure must be in place to provide a clear and fully documented audit trail for all foreign exchange transactions that should be as automated as possible. The audit trail should provide information about the counter-party, currency, price, trade date, and value of each transaction. An accurate audit trail significantly improves accountability and documentation and reduces instances of questionable transactions that remain undetected or improperly recorded.

Trades should be recorded by the trader in a timely manner. A delay in recording a trade could disrupt processing, including the communication of transaction information between counter-parties and could result in inaccurate account records, mismanagement of market risk, and misdirected or failed settlement. 

Therefore, all trades should be booked immediately after a transaction is entered into the system and accounting records should be updated as soon as possible. This allows a real-time assessment of the current portfolio positions and the risks involved.

2. Trade Verification

When trades are entered into the system, a feasibility check should be automatically performed. The feasibility check includes the adherence to certain trading rules, set by management and risk assessment officers. Following rules/restrictions seem appropriate:

Trade restrictions

· Maximum trading volume for single (not netted) trade can not be exceeded

· Traded asset has to be part of an allowed trade-asset list

· Counter-party must be part of an allowed counter-party list

· Traded instrument has to be part of an allowed instrument list

· No historical rate rollovers should be allowed

Trade feasibility

· Check price for feasibility

· Check traded pairs for feasibility

· Compare trade to the dealers usual trading pattern

Trades that do not follow the required rules and restrictions will be marked and presented to the middle office for further inquiry. Furthermore, all trades exceeding certain limits such as actual cash flows (such as for the deep-in-the-money-options) or expiry dates should be routinely check my the middle office.   

3. Trade Confirmation

Every transaction (even all netted transactions) needs to be confirmed on a timely basis within 24 hours of the trade. Confirmation should be in written or electronic format. Verbal confirmation should not be allowed. If possible, confirmation should be made through an automated confirmation system that matches one party’s trade details to its counter-party’s trade details. It also minimizes manual error and is the most timely and efficient method while minimizing the potential for fraud. 

4. Account Reconciliation

An account reconciliation with all counter-parties should be performed on a regular basis. This procedure acts as a backup system for the trade confirmation. It ensures that all positions in the system are indeed real positions as opposed to bogus positions. 

5. Risk Management

The goal or risk management is to ensure that an institution’s trading, positioning, sales, credit extension, and operational activities do not expose the institution to excessive losses. The major components of sound risk management include:

· A comprehensive risk management strategy for the entire organization 

· Detailed internal policies on risk taking

· Strong information systems for managing and reporting risks

· A clear indication of the individuals or groups responsible for assessing and managing risk within individual departments

Foremost, the primary risk management practice is the segregation of duties between operations personnel and sales & trading personnel. Operations personnel, who are responsible for confirmation and settlement must maintain a reporting line independent of sales & trading, where the trade execution takes place. Thereby, middle office staff needs to have high quality people who understand the foreign exchange trading operations.

Recommendations - Miscellaneous

Once one witnesses these episodes of failures one after the other, it is only natural to learn. In this section, we have attempted to distill our thinking, analysis and philosophy into a few recommendations. 

· Align business strategy with operations strategy. This is perhaps the most important advice we have for our readers. Do not, we repeat - do not enter into a business or adopt a business strategy (cost leadership, new focus, new products, product differentiation etc.) if your operations cannot support it. Misalignment between these two strategies not only speaks of upper management's utter lack of comprehensive understanding of the business, but as it percolates down it is bound to introduce severe inefficiencies and to render the system ineffective.

· Avoid conflict of interest at all cost. Unlike in manufacturing industry where once the processes are standardized the notion of quality morphs into diligently taking measurements and promptly acting on alarms; in service industry more subjectivity exists. Which in turn makes independence of review, an imperative.

Appendix

An Overview of Foreign Exchange Markets

Foreign exchange refers to money denominated in the currency of another nation or group of nations. Foreign exchange can be cash, bank deposits or other short-term claims. But in the foreign exchange market as the network of major foreign exchange dealers engaged in high-volume trading, foreign exchange almost always take the form of an exchange of bank deposits of different national currency denominations. 

Market Characteristics

The foreign exchange markets is by far the largest and most liquid market in the world. The estimated worldwide turnover of reporting dealers, at around $1 ½ trillion a day, is several times the level of turnover in the U.S. Government securities market, the world’s second largest market. Almost two-thirds of the total transactions represents transactions amongst the various dealers themselves – with only one-third accounted for by their transactions with financial and non-financial customers. Among the various financial centers around the world, the largest amount of foreign exchange trading takes place in the United Kingdom (1998: 32%), followed by the United States with 18%. 

The foreign exchange market place is a twenty-four hour market with exchange rates and market conditions changing constantly. However, foreign exchange activity does not flow evenly. Over the course of a day, there is a cycle characterized by periods of very heavy activity and other periods or relatively light activity. Business is most heavy when two or more market places are active at the same time such as Asia and Europe or Europe and America. Give this uneven flow of business around the clock, market participants often will respond less aggressively to an exchange rate development that occurs at a relative inactive time of day, and will wait to see whether the development is confirmed when the major markets open. Nonetheless, the twenty-four hour market does provide a continuous “real-time” market assessment of the currencies’ values.      

The market consists of a limited number of major dealer institutions that are particularly active in foreign exchange, trading with customers and (more often) with each other. Most, but not all, are commercial banks and investment banks. The institutions are linked each other through telephones, computers and other electronic means. There are estimated 2,000 dealer institutions in the world, making up the global exchange market.  

Each nation’s market has its own infrastructure. For foreign exchange market operations as well as for other matters, each country enforces its own laws, banking regulations, accounting rules, and tax codes. They also have different national financial systems and infrastructures through which transactions are executed and within the currencies are held. With access to all of the foreign exchange markets generally open to participants from all countries, and with its vast amounts of market information transmitted simultaneously and almost instantly to dealers throughout the world, there is an enormous amount of cross-border foreign exchange trading amongst dealers as well as between dealers and their customers. At any moment, the exchange rates of major currencies tend to be virtually identical in all of the financial centers. Rarely are there such substantial price differences among these centers as to provide major opportunities for arbitrage. 

Over-the-Counter vs. Exchange-Traded Segment

There are generally two different market segments within the foreign exchange market: “over-the-counter” (OTC) and “exchange-trade”.

In the OTC market, banks indifferent locations make deals via telephone or computer systems. The market is largely unregulated.  Thus, a bank in a country such the USA does not need any special authority to trade or deal in foreign exchange. Transactions can be carried out on whatever terms and with whatever provisions are permitted by law and acceptable to the two counter-parties, subject to the standard commercial law governing business transactions in the respective countries. However, there are “best practice recommendations” such from the Federal Reserve Bank of New York with respects to trading activities, relationships, and other matters. 

Although the OTC market is not regulated as a market in the way that the organized exchanges are regulated, regulatory authorities examine the foreign exchange market activities of banks and certain other institutions participating in the OTC market. Examinations deal with such matters as capital adequacy, control systems, disclosure, sound banking practice, legal compliance, and other factors relating to the safety and soundness to the institution. 

The OTC market accounts for well over 90 percent of total U.S. foreign exchange market activity, covering both the traditional products (spot, outright forwards, and FX swaps) as well as the more recently (post 1970) OTC products (currency options and currency swaps). On the “organized exchanges”, foreign exchange products traded are currency futures and certain currency options.  

Trading practices on the organized exchanges and the regulatory arrangements covering the exchanges, are markedly different from those in the OTC market. In the exchange, trading takes place publicly in a centralized location and products are standardized. There are margin payments, daily marking to market, and a cash settlement through a central clearinghouse. With respects to regulations in the USA, exchanges at which currency futures are traded are under the jurisdiction of the Commodity Futures Trading Corporation (CFTC). Steps are being taken internationally to harmonize trade regulations and to improve the risk management practices of dealers in the foreign exchange market and to encourage greater transparency and disclosure.  

The various parties involved

Today, commercial banks and investment banks serve as the major dealers by executing transactions and providing foreign exchange services. Some, but not all, are market makers, that regularly quote both bids and offers for one ore more particular currencies thus standing ready to make a two-sided market for its customers. Dealers also trade foreign exchange as part of the bank’s proprietary trading activities, where the firm’s own capital is put at risk on various strategies. A proprietary trader is looking for a larger profit margin based on a directional view about a currency, volatility, an interest rate that is about to change, a trend or a major policy move. 

On the customer side there is a range of financial and non-financial customers including such counter-parties as smaller commercial banks and investment banks that do not act as major dealers, global firms and corporations, money funds, mutual funds, and pension funds; and even high net worth individuals. For such intermediaries and end-users, the foreign exchange transaction is part of the payment process – that is, a means of completing some commercial, investment, speculative, or hedging activity. In recent years, we saw strong growth in the activity of those engaged in international capital movements for investment purpose. The investment to and from overseas has expended for more rapidly then has trade. Institutional investors have now become major participants in the foreign exchange markets. Many of these investors have begun to take a more global approach to portfolio management. 

A third party involved in foreign exchange markets are the central banks, that tend to participate in their domestic markets. Their main interaction is that of intervention operations that are designed to influence foreign exchange market conditions or the exchange rates. However another major role is to serve as their government’s principal international banker, and handle most foreign exchange transactions for the government as well as for other public sector enterprises. 
Finally, there are brokers. In the OTC market, the role of the broker is to bring together a buyer and a seller in return for a fee or commission. Whereas a ‘dealer’ acts as principal in a transaction and may take one side of a trade for his firm’s account, thus committing the firm’s capital, a ‘broker’ is an intermediary who acts as agent for one or both parties in the transaction and does not commit capital. In the OTC trading, the activity of brokers is confined to the dealers market. Brokers, including ‘voice’ brokers located in the United States and abroad, as well as electronic brokerage systems, handle about one-quarter of all U.S. foreign exchange transactions in the OTC market. The remaining three-quarters takes the form of ‘direct dealing’ between dealers and other institutions in the market. The extent to which brokering, rather then direct dealing, is used varies, depending on market conditions, the currency and the type and size of the transaction being undertaken. In the exchange-traded segment of the market, the institutional structure and the role of the brokers are different. Here, orders from customers are transmitted to a floor broker, who then tries to execute the order on the floor of the exchange. 

Payment and Settlement Systems

Executing a foreign exchange transaction requires two transfers of money value, in opposite directions, since it involves the exchange of one national currency for another. Execution of the transaction engages the payment and settlement systems of both nations. “Payment” is the transmission of an instruction to transfer value that results from a transaction in the economy, and “settlement” is the final and unconditional transfer of the value specified in a payment instruction. 

Today, electronic funds transfer systems represent a key and indispensable component of the payment and settlement systems. It is the electronic funds transfer systems that execute the inter-bank transfer between dealers in the foreign exchange market. In the USA, the operating systems are CHIPS (Clearing House Interbank Payment System), a privately owned system run by the New York Clearing House, and Fedwire, a system run by the Federal Reserve. In the United Kingdom, the pound sterling leg of a foreign exchange transaction is likely to be settled through CHAPS (Clearing House Association Payment Systems), a system whose member banks settle with each other through their accounts at the Bank of England. 

The matter of settlement practices is of particular importance to the foreign exchange market because of ‘settlement risk’, the risk that one party to a foreign exchange transaction will pay out the currency it is selling but not receive the currency it is buying. Because of time zone differences and delays caused by the bank’s own internal procedures and corresponding banking arrangements, a substantial amount of time can pass between a payment and the time the counter-payment is received.  
The foreign exchange instruments

Spot:

A spot transaction is a strAIBhtforward (or “outright”) exchange of one currency for another. The sport rate is the current market price, the benchmark price.

Outright Forwards:

An outright forward transaction is a strAIBhtforward single purchase/sale of one currency for another, that is settled on a day pre-arranged date three or more business days after the deal date. There is a specific exchange rate for each forward maturity of a currency that is almost always different from the spot rate. 

FX Swaps:

In the FX swap market, one currency is swapped for another for a period of time, and then swapped back, creating an exchange and re-exchange. An FX swap has two separate legs settling on two different value dates, even though it is arranged as a single transaction. It is a standard instrument that has long been traded in the over-the counter market. 

Currency swaps:

In a typical currency swap, counter-parties will (a) exchange equal initial principle amounts of two currencies at the spot exchange rate, (b) exchange a stream of fixed or floating interest rate payments in their swapped currencies for the agreed period of the swap and then (c) re-exchange the principle amount at maturity at the initial spot exchange rate. 

Foreign currency options:

 A foreign exchange or currency option contract gives the buyer the right, but not the obligation, to buy/sell a specified amount of one currency for another at a specified price on a specified date. That differs from a forward contract, in which the parties are obligated to execute the transaction on the maturity date. An OTC foreign exchange option is a bilateral contract between two parties. In contrast to the exchange-traded options market, in the OTC market, no clearing-house stands between the two parties, and there is no regulatory body establishing trading rules. 

Trade mechanics

Dealer institutions trade with each other in two basic ways: direct dealing and through a brokers market. The mechanics of the two approaches are quite different, and both have been changed by technological advances in recent years.

Direct Dealing:

Each of the major market makers shows a running list of its main bid and offer rates - that is, the prices at which it will buy and sell the major currencies, spot and forward - and those rates are displayed to all market participants on their computer screens. The dealer shows his prices for the base currency expressed in amounts of the terms currency. Although the screens are updated regularly throughout the day, the rates are only indicative—to get a firm price, a trader or customer must contact the bank directly. A trader can contact a market maker to ask for a two-way quote for a particular currency.

Until the mid-1980s, the contact was almost always by telephone—over dedicated lines connecting the major institutions with each other—or by telex. But electronic dealing systems are now commonly used—computers through which traders can communicate with each other, on a bilateral, or one-to-one basis, on screens, and make and record any deals that may be agreed upon. These electronic dealing systems now account for a very large portion of the direct dealing among dealers. 

When a deal is completed, each trader then completes a “ticket” with the name and amount of the base currency, whether bought or sold, the name and city of the counter-party, the term currency name and amount, and other relevant information. The two tickets, formerly written on paper but now usually produced electronically, are promptly transmitted to the two “back offices” for confirmation and payment. Each completed deal will affect the dealer’s own limits, his bank’s currency exposure, and perhaps his approach and quotes on the next deal. 

Trading through a broker:

The traditional role of a broker is to act as a go-between in foreign exchange deals, both within countries and across borders. Until the 1990s, all brokering in the OTC foreign exchange market was handled by what are now called live or voice brokers. Communications with voice brokers are almost entirely via dedicated telephone lines between brokers and client banks.

The broker’s activity in a particular currency is usually broadcast over open speakers in the client banks, so that everyone can hear the rates being quoted and the prices being agreed to, although not specific amounts or the names of the parties involved. A live broker will maintain close contact with many banks, and keep well informed about the prices individual institutions will quote, as well as the depth of the market, the latest rates where business was done, and other matters. When a customer calls, the broker will give the best price available (highest bid if the customer wants to sell and lowest offer if he wants to buy) among the quotes on both sides that he or she has been given by a broad selection of other client banks.

In direct dealing, when a trader calls a market maker, the market maker quotes a two-way price and the trader accepts the bid or accepts the offer or passes. In the voice brokers market, the dealers have additional alternatives. Thus, with a broker, a market maker can make a counter-party. Subsequently, credit limits are checked, and it may turn out that one dealer bank must refuse a counter-party name because of credit limitations. In that event, the broker will seek to arrange a name-switch—i.e., look for a mutually acceptable bank to act as intermediary between the two original counter-parties. The broker should not act as principal.

Beginning in 1992, electronic brokerage systems (or automated order-matching systems) have been introduced into the OTC spot market and have gained a large share of some parts of that market. In these systems, trading is carried out through a network of linked computer terminals among the participating users. To use the system, a trader will key an order into his terminal, indicating the amount of a currency, the price, and an instruction to buy or sell. If the order can be filled from other orders outstanding, and it is the best price available in the system from counter-parties acceptable to that trader’s institution, the deal will be made. A large order may be matched with several small orders. If a new order cannot be matched with outstanding orders, the new order will be entered into the system, and participants in the system from other banks will have access to it. 

Electronic brokering systems now handle a substantial share of trading activity. These systems are especially widely used for small transactions (less than $10 million) in the spot market for the most widely traded currency pairs—but they are used increasingly for larger transactions and in markets other than spot. The introduction of these systems has resulted in greater price transparency and increased efficiency for an important segment of the market. Quotes on these smaller transactions are fed continuously through the electronic brokering systems and are available to all participating institutions, large and small, which tends to keep broadcast spreads of major market makers very tight. 

At the same time electronic brokering can reduce incentives for dealers to provide two-way liquidity for other market participants. With traders using quotes from electronic brokers as the basis for prices to customers and other dealers, there may be less propensity to act as market maker. Large market makers report that they have reduced levels of first-line liquidity. If they need to execute a trade in a single sizeable amount, there may be fewer reciprocal counter-parties to call on. Thus, market liquidity may be affected in various ways by electronic broking. Proponents of electronic broking also claim there are benefits from the certainty and clarity of trade execution. For one thing there are clear audit trails, providing back offices with information enabling them to act quickly to reconcile trades or settle differences. 

Secondly, the electronic systems will match orders only between counter-parties that have available credit lines with each other. This avoids the problem sometimes faced by voice brokers when a dealer cannot accept a counter-party he has been matched with, in which case the voice broker will need to arrange a “credit switch,” and wash the credit risk by finding an acceptable institution to act as intermediary. Further, there is greater certainty about the posted price and greater certainty that it can be traded on. Disputes can arise between voice brokers and traders when, for example, several dealers call in simultaneously to hit a given quote. These uncertainties are removed in an electronic process.

But electronic broking does not eliminate all conflicts between banks. For example, since dealers typically type into the machine the last two decimal points (pips) of a currency quote, unless they pay close attention to the full display of the quote, they may be caught unaware when the “big figure” of a currency price has changed. With the growth of electronic broking, voice brokers and other intermediaries have responded to the competitive pressures. Voice brokers have emphasized newer products and improved technology. London brokers have introduced a new automated confirmation system, designed to bring quick confirmations and sound audit trails. Others have emphasized newer products and improved technology. There have also been moves to focus on newer markets and market segments.

The two basic channels, direct dealing and brokers—either voice brokers or electronic broking systems—are complementary techniques, and dealers use them in tandem. A trader will use the method that seems better in the circumstances, and will take advantage of any opportunities that an approach may present at any particular time. The decision on whether to pay a fee and engage a broker will depend on a variety of factors related to the size of the order, the currency being traded, the condition of the market, the time available for the trade, whether the trader wishes to be seen in the market (through direct dealing) or wants to operate more discreetly (through brokers), and other considerations.

Risks involved

The foreign exchange business is by nature risky because it deals primarily in risk – measuring it, pricing it, accepting it when appropriate managing it. The success of a bank or another institution trading in the foreign exchange market depends critically on how well it assesses prices, and manages risk, and on its ability to limit losses from particular transactions and to keep its overall exposure controlled.

Market Risk:

Market risk, in simple terms, is price risk, or exposure to adverse price change. For a dealer in foreign exchange, two major elements of market risk are exchange risk and interest rate risk. Exchange rate risk is inherent in foreign exchange trading. Interest rate risk arises when there is any mismatching or gap in the maturity structure. Thus, an uncovered outright forward position can change in value, not only because of a change in spot rate but also because of a change in interest rates, since a forward rate reflects interest rate differential between the two currencies. 

Various mechanisms are used to control market risk, and each institution will have its own system. At the most basic trading room level, banks have long maintained clearly established volume and position limits on the maximum open position that each trader or group can carry overnight. Another control measure is ‘Value at Risk’ (VaR) that aims to estimate potential losses of a portfolio during a certain period of time, usually one day and seeks to identify the fundamental risks that the portfolio contains. It does so by using probability concepts. However, VaR has limitations. It provides an estimate not a measurement of potential loss. Usually the calculations are based on historical experience and other forecast of volatility and are valid only to the extent that the assumptions are valid. Traders are usually limited by a maximum allowed VaR for their portfolio. 

Credit Risk:

Credit risk arises from the possibility that the counter-party to a contract cannot or will not make the agreed payment at maturity. In foreign exchange trading, banks have long been accustomed to dealing with the broad and pervasive problem of credit risk. “Know your customer” is a cardinal rule and credit limits or dealing limits are set for each counter-party and adjusted in response to changes in financial circumstances. Over the past decade or so, banks have become willing to consider “margin trading” when a client requires a dealing limit larger than the banks is prepared to provide. Under this arrangement, the client places a certain amount of collateral with the bank and can then trade much larger amounts. 

One special form of credit risk is the settlement risk. It stems in part from the fact that the two legs of a foreign exchange transaction are often settled in two different times zones with different business hours. In the worst case, a firm can be “at risk” for as long as 72 hours between the time it issues an irrevocable payment instruction on one leg of the transaction and the payment received on the other leg. 

Another type of credit risk is the sovereign risk, that is the political and legal risk associated with cross-border payments. At one time or another, many governments have interfered with international transactions in their currencies. 

Other Risks:

Numerous other forms of risks can be involved in the foreign exchange trading, such as liquidity risk, legal risk and operational risk. The latter is the risk of losses from inadequate systems, human error, or lack of proper oversight policies and procedures and management control. 

A typical foreign exchange operation

Each institution has its own decision-making structure based on its own needs and resources. But normally, a chief dealer supervises the activities of individual traders and has primary responsibility for hiring and training new personnel. The chief dealer typically reports to a senior officer responsible for the bank’s international asset and liability area, which includes, not only foreign exchange trading, but also Eurodollar and other offshore deposit markets, as well as derivatives activities intimately tied to foreign exchange trading. Reporting to the chief dealer are a number of traders specializing in one or more currencies. The most actively traded currencies are handled by the more senior traders, often assisted by a junior person who may also handle a less actively traded currency. 

Many senior traders have broad responsibility for the currencies they trade—quoting prices to customers and other dealers, dealing directly and with the brokers market, balancing daily payments and receipts by arranging swaps and other transactions, and informing and advising customers. They may have certain authority to take a view on short-term exchange rate and interest rate movements, resulting in a short or long position within authorized limits.

The chief dealer is ultimately responsible for the profit or loss of the operation, and for ensuring that management limits to control risk are fully observed. Most large market-making institutions have “customer dealers” or “marketers” in direct contact with corporations and other clients, advising customers on strategy and carrying out their instructions. This allows individual traders in spot, forwards, and other instruments to concentrate on making prices and managing positions. 

In setting quotes, a trader will take into account the relationship between the customer or counter-party and his institution. If it is a valued customer, the trader will want to consider the longer-term relationship with that customer and its importance to the longer-term profitability of the bank. Similarly, when dealing with another market maker institution, the trader will bear in mind the necessity of being competitive and also the benefit of relationships based on reciprocity. 

As the traders in a foreign exchange department buy and sell various currencies throughout the day in spot, forward, and FX swap transactions, the trading book or foreign exchange position of the institution changes, and long and short positions in individual currencies arise. Since every transaction involves an exchange of one currency for another, it results in two changes in the bank’s book, creating a “long” (credit) position in one currency and a “short” (debit) position in another. The foreign exchange department must continuously keep track of the long and short positions in various currencies as well as how any positions are to be financed. The bank must know these positions precisely at all times, and it must be prepared to make the necessary payments on the settlement date.

Trading in the nontraditional instruments - most importantly, foreign exchange options - requires its own arrangements and dedicated personnel. Large options-trading institutions have specialized groups for handling different parts of the business: some personnel contact the customers, quote prices, and make deals; others concentrate on putting together the many pieces of particularly intricate transactions; and still others work on the complex issues of pricing, and of managing the institution’s own book of outstanding options, written and held. A major options-trading institution needs, for its own protection, to keep itself aware, on a real time basis, of the status of its entire options portfolio, and of the risk to that portfolio of potential changes in exchange rates, interest rates, volatility of currencies, passage of time, and other risk factors. On the basis of such assessments, banks adapt options prices and trading strategy. They also follow the practice of “dynamically hedging” their portfolios—that is, continuously considering on the basis of formulas, judgment, and other factors, possible changes in their portfolios, and increases or reductions in the amounts they hold of the underlying instruments for hedging purposes, as conditions shift and expected gains or losses on their portfolios increase or diminish.

Every time a deal to buy or sell foreign exchange is agreed upon by two traders in their trading rooms, a procedure is set in motion by which the “back offices” of the two institutions confirm the transaction and make the necessary funds transfers. The back office is usually separated physically from the trading room for reasons of internal control - but it can be next door or thousands of miles away. For each transaction, the back office receives for processing the critical information with respect to the contract transmitted by the traders, the brokers, and the electronic systems.

The back offices confirm with each other the deals agreed upon and the stated terms – a procedure that can be done by telephone, fax, or telex, but that is increasingly handled electronically by systems designed for this purpose. If there is a disagreement between the two banks on a relevant factor, there will be discussions to try to reach an understanding. 

Banks and other institutions regularly tape record all telephone conversations of traders. Also, electronic dealing systems and electronic broking systems automatically record their communications. These practices have greatly reduced the number of disputes over what has been agreed to by the two traders. In many cases, banks participate in various bilateral and multilateral netting arrangements with each other, instead of settling on the basis of each individual transaction. Netting, by reducing the amounts of gross payments, can be both a cheaper and safer way of settling.

Payments instructions are promptly exchanged - in good time before settlement - indicating, for example, on a dollar-yen deal, the bank and account where the dollars are to be paid and the bank and account where the yen are to be paid. On the value date, the two banks or correspondent banks debit-credit the clearing accounts in response to the instructions received. Since 1977, an automated system known as SWIFT (Society for the Worldwide Interbank Financial Telecommunications) has been used by thousands of banks for transferring payment instructions written in a standardized format among banks with a significant foreign exchange business.

When the settlement date arrives, the yen balance is paid (for an individual transaction or as part of a larger netted transaction) into the designated account at a bank in Japan, and a settlement occurs there. On the U.S. side, the dollars are paid into the designated account at a bank in the United States, and the dollar settlement—or shift of dollars from one bank account to another—is made usually through CHIPS (Clearing House Interbank Payments System), the electronic payments system linking participating depository institutions in New York City.

After the settlements have been executed, the back offices confirm that payment has indeed been made. The process is completed. The individual, or institution, who wanted to sell dollars for yen has seen his dollar bank account decline and his bank account in yen increase; the other individual, or institution, who wanted to buy dollars for yen has seen his yen bank deposit decline and his dollar bank account increase.

A Primer On Operations Risk

Risk is exposure to uncertainty.

· It is not a synonym for uncertainty. 

· Financial services industry is concerned with financial risk, which is financial exposure to uncertainty. 

· Risk is subjective. It is a personal experience, not only because it is subjective, but also because it is individuals who suffer the consequences of risk.

· Although, one may speak of organizations taking risk, in actuality, organizations are mere conduits of risk. Ultimately, all risks that flow through an organization accrue to individuals - stockholders, creditors, employees, customers, board members etc.

· The individuals who take risks on behalf of an organization are not always the same people who suffer the ultimate consequences of these risk - is the fundamental challenge to, and primary motivator to study, risk management.

Gambling On Derivatives

"We have reached the third degree", aptly wrote John Maynard Keynes in 1936, "when we devote our intelligence to anticipating what average opinion expects the average opinion to be. And there are some, I believe who practise the fourth, fight and higher degrees". One only has to look at a few financial scandals of the recent past to fully appreciate what Keynes meant by "fourth, fifth and higher degrees". Derivatives are financial instruments that have no intrinsic value, but derive their value from something else. Derivatives such as futures and options are highly geared, or leveraged, transactions, and therefore traders/investors are able to assume (large positions with similar size risk) - with very little up-front outlay. Thus by their very nature they encourage those high degrees of speculations.
A Paradox

Few argue that measure to improve the safety of car occupants, example car seats, increase the risk of encouraging drivers to go faster, than they would without them. It is possible that the sophisticated models and instruments that apparently enable risk to be quantified and hedged, respectively, encourage risk taking by financial professionals who would otherwise err on the side of caution. We urge our readers, however, to realize that the above logic does not apply to the case that we are studying.

Organizational Facet

Risk management in financial services is about people, processes, policies, and procedures. A few examples to stress this point:

· Barings Bank succumbed to the meticulous fraud of a single individual.

· Robert Citron drove Orange County into bankruptcy. All the time, the voters, and the board of supervisors knew what he was doing.

· The Common Fund lost $128M because of a rogue trader at an outside investment fund.

· Daiwa Bank was devastated, not so much by Toshihide Iguchi losing $1.1B, as by the misguided efforts of management to disguise the loss from US regulators.

Regulators may force a financial institution to implement a multi-million dollar value-at-risk system. They can require an insurance company to implement hundreds of pages of procedures. But they cannot force an institution to effectively manage risk. Risk management in financial services is about rock the boat, asking questions, and challenging the establishment. It is also about people who do what is necessary instead of what is convenient, and who respect the limits. While individual initiative is critical, it is the corporate culture that defines what behavior the member of an organization will condone, and what behavior they will shun.

Operational Facet
Whenever processes, policies, and procedures do not exist there is an increased potential for disagreement, misunderstanding, conflict, and error. Efficient processes, consistent policies, and well-articulated procedures systematize the process of risk management. The success of these, however, depends on the positive risk culture. 

The operational strategy and the business strategy components of risk management must perfectly and unequivocally match. 

It is crucial to balance the influence of risk-takers and risk managers: let ambition counter ambition. Conflicts of interest must be avoided by maintaining and fostering separation of these duties. The infrastructure of risk management should be as integral and coordinated as body’s nervous system. It should tell when there is danger, when to reaction and how to react. The internal guidelines must be clear. Policies should clarify what instruments or strategies are acceptable, and which are prohibited. Often people fail to realize the temporal characteristics of the hedging instruments. A hedge is truly a living, breathing experiment and has to be monitored on regular basis. It cannot be put on the shelf and assumed to be properly matched. People responsible for confirmation and verification, and quality control must remember the first rule of journalism school: "If your mother says she loves you, check it out".

Science & Technology Facet

The capacity of any organization to monitor risk effectively can be distilled down to one concept: The information or database that is used, as a building black must be correct. It should be centralized, accessible and complete. It should be gathered electronically. Whenever manual intervention is permitted, it creates temptation for manipulation as well as opportunities for errors. Accordingly, financial institution should manage the information flow with the assumption that the individuals will attempt to corrupt or undermine the process. Automation is one of the key answers.

Profit and loss is a retrospective measure of risk. It is a brutally accurate fact, however, that it arrives too late to avoid a catastrophe. One of the most important components of risk management is the risk measurement. 

Financial institutes heavily rely on statistical risk measures. For market risk, they use value at risk; for credit exposure they use expected exposure or maximum exposure. Such risk measures are powerful because they can summarize a complex risk with a single number. One common characteristic of the statistical risk measures is that they can be extremely computation intensive. Monte Carlo simulations are a popular approach to get reasonably good estimates in lesser time.
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Dynamic:

•Two option were created: One short position and a long position with same underlying asset, same strike price, same premium, but

different expiration date (long option with longer expiration time). The counter party was fictitious. 

•Transaction created a false asset on Allfirst’s books. Long option was displayed as an asset, while the short option was not dueto 

its early expirations.The net cash flow of the option premiums were zero.

•The new asset allowed Mr. Rusnak to hide his losses from directional spot & forward trade. (The procedure had to be repeated 

when the bogus option expired. New losses were covered by creation of more bogus options.) 

Obvious flaws:

•Fictional counter party => A transaction conformation would not be possible

•Option pair had same premium despite different expiration data => option with longer expiration time should be more valuable

•Short-Options were never exercised, despite being deep-in-the-money 

Prime Accounts
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“The unfortunate story of Mr. Rusnak’s fraud came as a result ofnumerous deficiencies in the control environment at Allfirst’s 

treasury. No single deficiency can be said to have caused the entire loss.”

Fact:

•A staffer claimed that, due to 

the absence of net payments 

and the difficulty to confirm 

trades with Asian counter 

parties, a decision was made 

to not confirm trades with 

Asian counter parties.

Analysis:

•Basic standard practice in the 

industry is to confirm all 

trades. 

•Mr. Rusnak was reportedly 

bulling back office staff 

repeatedly, threatening to get 

them fired. This could have 

had an impact on back-office 

behavior

Fact:

•Interest rates as an input to a 

risk assessment tool were not 

independently sourced due to 

budgetary constraints. 

Information was instead 

supplied by Mr. Rusnak.

•The problem was repeatedly 

pointed out by audit teams but 

not solved until October 2001 

(after 14 months). 

Analysis:

•Risk management was seen 

as an unnecessary cost factor

•Problem of inertia may lie in 

in company’s attitude towards 

risk management and 

deficiencies in management

Fact:

•In 1999, no sampling of 

foreign exchange trades was 

made during internal audit.

•In 2000, only one out of 25 

trading samples was related to 

foreign exchange trading 

(turned out to be genuine)

Analysis:

•Allfirst’s internal audit team 

appears to have suffered from 

inadequate staffing, lack of 

experience, and too little focus 

on foreign exchange trading as 

a risk area.

•No training in foreign 

exchange trading was 

provided to auditors. This can 

be attributed to the small scale 

of trading operation at Allfirst.

Fact:

•The entire risk assessment 

department only amounts to 

two people. Of those, only one 

is dealing with foreign 

exchange trading risk 

assessment. This person was 

extremely inexperienced and 

had little support or 

supervision from others in 

treasury.

•Department failed to 

investigate the frequent 

instances where Mr. Rusnak 

exceeded the counter party 

credit limits.

Analysis:

•Risk controllers from AIB 

were not allowed to assess risk 

at Allfirst. The loose 

divisional structure of AIB 

contributed therefore to the 

failure of risk assessment. 

•Deficiencies of operational 

procedures led to 

responsibility vacuums.

Back Office Deficiencies

Middle & Back Office 

Deficiencies

Mr. Rusnaks’ trail of action
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April 1999:

Treasury Operation 

informed the treasurer 

that Mr. Rusnak called 

“controlled settlements” 

on the prime brokerage 

account, an irregular 

practice of withholding 

payment of trades in a 

manner designed to 

eliminate settlement risk

Measures where put in 

place to avoid this:

•Audit trail of each PB 

account trade that would 

be reviewed by 

supervisor

•Written policy for back 

office to confirm the net 

daily settlements of the 

PB account

THESE MEASURES 

WERE NEVER 

CARRIED OUT!

(But would have 

exploited the fraud)

1997-2002:

Confirming trades of 

Mr. Rusnak was a 

recurringphenomenon 

for the back office. In 

June 2000, trades 

without confirmation 

were brought to Mr. 

Rusnak’s attention, who 

then produced 

confirmation of the 

trades for the sameday 

rather than for the day 

the trade was executed. 

This was accepted by 

treasury’s mgmt. The 

failure of mgmt. To 

follow through on back 

office inquiries may 

have contributed to an 

attitude amongst 

operations staffers that 

the confirmation process 

was a pointless 

formality. Back office 

staff also perceived 

themselves to be less 

valued as traders. 

March 2000:

Citibank asked Mr. 

Ryan (AIB treasurer) 

about a large gross 

monthly prime account 

settlement that was due 

to occur on the 

beginning of April. 

Rather then making a 

full inquiry of Allfirst’s 

treasury, he only asked 

for a “discrete inquiry”.

The discrete inquiry 

only led to an 

incomplete assessment 

of the situation.

Loose divisional 

structure can be seen as 

the single cause for the 

“discrete” actions.

Feb 2001

High trading positions 

are spotted in the 

process to prepare 2000 

financial accounts. 

Explained away by 

Fund Mgmt. Chief as 

part of the low-risk 

hedging strategy

May 2001:

A market source 

suggested to AIB that 

Allfirst was heavily 

engaging in foreign 

exchange trading. An 

inquiry by Mr. Buckly 

to Allfirst’s treasurer 

was made. The treasurer 

categorical denied the 

problem. 

June 2001:

Inquiry of Allfirst’s 

treasury in trading of 

Mr. Rusnak This 

revealed extremely high 

trading volumes. But no 

immediate action is 

taken.

October 2001:

The SEC sent a 

comment letter on 

Allfirst’s financial 

statements. Amongst the 

statement is a question 

about cash flow related 

to foreign exchange 

activity.

Subsequently, Allfirst’s 

audit team was advised 

to especially focus on 

trading activities on the 

upcoming treasury 

audit.

No extraordinary audit 

has been conducted.

January 2002:

The report to the Central 

Bank of Ireland showed 

open foreign exchange 

positions with a value in 

excess of $100m. AIB 

contacted Allfirst’s 

treasurer, who asked in 

return another Allfirst 

manager to look into the 

issue. 

In a conversation with 

Mr. Rusnak, he was told 

that the reported figures 

were incorrectly 

reported.

Cultural Deficiencies Procedure Deficiencies Organizational 

Deficiencies

Organizational 

Deficiencies

AIB failed to assess the 

various issues in relation 

to each other. Instead 

they were evaluated on a 

stand-alone basis.

Control deficiencies at Allfirst

Allfirst’s inadequate responses to arising issues
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Dynamic:
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Irregularities:

•Banks usually do not have Prime Brokerage accounts. (AIB’s foreign exchange traders did not have one either)

•Mr. Rusnak convinced his supervisors to have a prime brokerage account based on the argument that outsourcing back-office is more 

cost effective. However, no one supervised subsequently Rusnak’strading activity through this account.
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Effect on Rusnak’s trading activity:

•Increased the possible size and scope of Rusnak’s trading activity significantly

•Outsourced certain back-office procedures to the prime broker, thus avoiding internal controls


The Foreign Exchange Process Flow and Best Practices


The following descriptions of the foreign exchange processes and recommended best practices are based on a report of “The Foreign Exchange Committee” of the Federal Reserve Bank of New York. 
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